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Lab 5: Packet Sniffing and Spoofing Lab
Overview

Packet sniffing and spoofing are two important concepts in network security; they are two major
threats in network communication. Being able to understand these two threats is essential for
understanding security measures in networking. There are many packet sniffing and spoofing tools,
suchasWireshark, Tcpdump, Netwox, Scapy, etc. Some of these tools are widely used by
security experts, as well as by attackers. Being able to use these tools is important for students, but
what is more important for students in a network security course is to understand how these tools
work, i.e., how packet sniffing and spoofing are implemented in software.

The objective of this lab is two-fold: learning to use the tools and understanding the technologies
underlying these tools. For the second object, students will write simple sniffer and spoofing
programs, and gain an in-depth understanding of the technical aspects of these programs. This lab
covers the following topics:
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Lab 6: ICMP Redirect Attack Lab-

Overview:

An ICMP redirect is an error message sent by a router to the sender of an IP packet. Redirects are
used when a router believes a packet is being routed incorrectly, and it would like to inform the
sender that it should use a different router for the subsequent packets sent to that same destination.
ICMP redirect can be used by attackers to change a victim’s routing.-

The objective of this task is to launch an ICMP redirect attack on the victim, such that when the
victim sends packetsto 192.168. 60. 5, it will use the malicious router container (10.9.0.111)
as its router. Since the malicious router is controlled by the attacker, the attacker can intercept the
packets, make changes, and then send the modified packets out. This is a form of the Man-In-The-
Middle (MITM) attack. This lab covers the following topics:-
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1. mitf —n 192.168.60.5 H2iH clim 4 4

moll 4| ip route show cache 20| £ T8l Al redirect 4141

root@leeabu7758cf: /# ip route show cache

192.168.60.5 via 10.9.0.111 dev eth@
cache <redirected> expires 256sec

root@leeabuy7758cf: /# |

leeaby7758¢cf (10.9.0.5) 2024-12-64T04:52:31+0000
Keys: Help Display mode Restart statistics Order of fields quit

Packets Pings
Host Loss% Snt Las Best Wrst StDev
1. 10.9.6.111 0.0% 3 ]
2, 10.9.0.11 0.0% 3 e
3. 192.168.60.5 0.0% 3 e
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2024 _C_language / Chapler_12 / p50_TIHY 2 S3}517].c T Top
‘j Code ‘ Blame 44 lines (34 loc) - 1.75 KB &3 Code 55% faster with GitHub Copilot Raw (O & 2 - [E
7 char key;
2 char input_filename[168], output_filenams[188];
Aa printf (" = H

("%s", input i

ilename);
T

13 ("%s", output_filename};

13

15 =4 =

16

17 encrypt_decrypt{input_filename, output_filename, key);
18

19 return @;

28 H

21

22 void xo ypt_decrypt(cont char *input_filename, const char *output_filename, char key) {
23 FILE *input file n{input filemame, "rb™);

24 FILE *output_file = fopenf{output filepame, “wb");

25 4 == E

26 /

27

28 HULL || output_file == mULL) {

29 PO wl MBS SLIC \n");

2@ exit(1)

31 3

32

33 char ch;

32 whila (fread{kch, sizeof{char), 1, input_file) == 1) { /1% =L

ch = key; //XoR B2

te(&ch, eof(char), 1, cutput file};

friose(input_file};

output_filename);
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inti;

chars1(10];

chars2[10];

scanf("%d’, &i);

scanf("%s’, s1);

scanf('%s', s2);

printf("%d\n%s\n%s", i, s1, s2);
C

1232 UA51H
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inti;
chars1[10];

chars2[10];

scanf("%d", &i);

gets_s(s1, sizeof(s1)-1);
scanf("%s", s2);
printf("%d\n%s\n%s", i, s1, s2);
2e=Fce
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W2 w3 W4 W5 W6 W7 ws w9 W10
9/12 9/20 9/26 9/28 10/11 10/1810/19 11/1 11/6 11/8
Tag A B B

Max Sum 9/4 9/1910/4 M1 M1 M1 M1 M2 M1 M1 M2 M1 MM FPS 3DMRCD

30 30 10 10 10 2 5 5 5 5 25 5 5 20 30 5 20 10
30 23 8 8 7 2 5 5 21 5 5 15 30 5 20 10
30 24 9 6 9 2 5 5 5 20 5 5 15 30 5 20 10
30 22 9 6 7 2 5 5 23 5 4 15 30 5 20 10
30 212 7 6 8 2 5 55|21 5 18 3 5 5 10
30 21 8 6 7 5 5 5 16 5 5 16 24 5 20 10
30 24 8 7 9 2 5 5 22 5 2 20 30 5 20 5
30 20 9 7 4 2 5 5 5 22 5 5 20 30 5 20 10
30 20 9 5 6 2 5 5 5 22 5 5 20 30 5 20 10
30 12 7 5 5 5|5

30 22 9 7 6 2 5 5 5 20 5 2 2 5 10
30 18 9 6 3 2 5 5 21 5 1 20 30 5 20 10
30 25 8 8 9 2 5 5 5 5 5 20 30 5 20 10
30 23 9 6 8 2 5 5 21 5 5 2 20 10
30 24 8 9 7 2 5 5 5 25 5 5 20 3 5 20 10
30 0

30 212 8 5 8 2 5 5 20 5 0 15 30 5 10
30 23 9 6 8 2 5 5 5 25 5 2 20 30 20 10
30 25 8 7 10 2 5 5 5 16 5 5 20 30 5 20 10
30 19 9 4 6 2 5 5 1 5 5 20 30 5 10
20 15 - 7 8 2 5 5 5 20 5 5 20 3 5 20 10
30 212 9 6 6 2 5 5 20 5 1 20 30 5 20 10
30 21 6 8 7 2 5 21 5 20 30 5 20 10
30 22 9 7 6 2 5 5 5 20 5 2 20 30 5 20 10
30 25 9 7 9 2 5 5 20 5 5 15 30 5 20 5
30 22 7 66 9 2 5 5 20 5 2 15 30 5 20 10
30 23 8 6 9 2 5 5 20 5 5 20 30 5 20 10
30 20 8 6 6 2 5 5 5 20 5 2 20 3 5 20 10
30 20 7 7 6 2 5 5 23 5 2 20 30 5 20 10
30 26 8 8 10 2 5 5 5 16 5 20 30 5 20 10
30 23 9 6 8 2 5 5 5 22 5 2 20 30 20 10
30 20 7 5 8 2 5 5 5 5 2 20 3 5 20 10
30 212 8 6 7 2 5 5 5 20 5 5 20 24 5 10
30 23 7 8 8 2 5 5 21 5 2 20 30 5 20 10
30 23 8 8 7 2 5 5 21 5 5 15 30 5 20 10
30 22 8 6 8 2 5 5 21 5 5 17 30 5 20 10
30 212 8 6 7 2 5 5 22 5 5 20 30 5 20 5
30 22 9 5 8 2 5 5 21 5 0 15 30 5 20 10
30 24 9 8 7 2 5 5 24 5 4 15 30 5 20 10
30 19 9 10 2 5 5 5 0 15 3 5 5 10
30 212 9 6 6 2 5 5 5 21 5 5 20 3 5 20 10
30 22 8 6 8 2 5 5 21 5 5 20 30 5 20 10
30 22 8 8 6 2 5 5 22 5 4 15 30 5 20 10
30 212 7 6 8 2 5 5 20 5 5 20 30 5 20 10
30 24 9 6 9 2 5 5 5 24 5 5 15 30 5 20 10
30 212 8 6 7 2 5 5 21, 5 5 20 3 5 20 5
30 25 9 8 8 2 5 5 5 24 5 5 16 30 5 20 10
30 19 8 4 7 2 5 5 21 5 5 20 30 5 5 10
30 26 9 8 9 2 5 5 5 16 5 5 20 3 5 20 10
30 24 8 8 8 2 5 5 20 5 2 17 30 5 20 10
30 212 8 6 7 2 5 5 24 5 5 20 25 5 20 10
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